Security Certificate Installation for Internet Explorer 7
Prepared by Nadine Mitchell-Poyser

The user is seeing the following message when they are trying to access
MyOakton:

/= Certificate Error: Navigation Blocked - Microsoft Internet Explorer provided by Dakton Community College

@.\;—_}; - |@, https: f vy oakkon, edufcpihome)displaylogin

'i‘:i' '#ﬁ? [ @ Certificate Errar: Mavigation Blocked l l

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificat
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data
send to the server.

We recommend that you close this webpage and do not continue to this websi
@ click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Dane

Click on the following link:

http://borg.oakton.edu/RootCert.der



this message will appear, click on open

File Download - Security Warning

Do you want to open or save this file?

Mame: RootCert.cer
Type: Security Certificate, 1.25KE

From: borg,oakkon,edu

Open ][ Save ]| Cancel |

patentially harm your computer. IF you da nob trust the source, do ok

|'a‘~) YWhile files from the Intermet can be uzeful, thiz file type can
N 2 . : .
- open or gave thiz zoftware. What's the risk?

then click on "Install Certificate."

Certificate

General |Details Certification Path

7T
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  COrganizational CA

Issued by: Organizational CA

valid from 5/5/2000 to §/5{z010




The Import Certificate Wizard window will appear, click Next,

P 3
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate skare, or wou can specify a location For
{(%)iautomatically select the certificate store based on the bvpe of cerbificate;
{1 place all certificates in the Following store
< Back ” Mext = l [ Cancel
Click Next
J

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard,
¥ou have specified the Following settings:

Cettificate Store Selected  Aukomatically determined by t
Zonkent Certificate

< Back ” Finish l[ Cancel




Click Finish

Security Warning

'T ¥ou are about toinstall a certificate from a certification authority (CA) claiming ko represent:
= Organizational CA

Windows cannot validate that the certificate is actually From "Organizational A", You should confirm its origin by contacting "“Organi
will assist wau in this process:

Thumbprint {shal): 377ESSC FCE4ECAD 3ZEI065C ZEBZFELS 6AT4HC141
Warning:
If wau inskall this roak certificate, Windaows will autamatically trust any certificate issued by this Ca, Instaling a cerkificate with an un

tisk, If wou click "Yes" vou acknowledge this risk,

Do o wank toinskall this certificate?

Click Yes, This screen will appear

Certificate Import Wizard E'

" | ) The import was successul,

The certificate for Oakton is now installed on your computer. You will abe
able to log into MyOakton.
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