Creating a Global (aka Sieve) Filter to Process Email Tagged as Spam

created Sept 2006
1) The preferred tool for this is Webmail. Log in to Webmail through the appropriate URL.:

Employees, Retirees, Trustees:
http://borg.oakton.edu/webmail

Enrolled Students with Activated Oakton Email Accounts:
http://romulan.oakton.edu/webmail
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Server-Side Mail Filtering
No Filtering Rules Defined Yet
Here you can add or delete filtering rules for your email account, These filters will always apply

toyour incoming mail, wherever you check your email.

You don't have any rules vet, Feel free to add any with the button "Add a MNew Rule!, When you
are done, please select "Save Changes” to get back to the main options screen.

Add a New Rule
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3) Choose Header Match (this is the default); Click Move On to Step 2:
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Server-Side Mail Filtering - Add New Rule

New Rule Wizard - Step 1 of 4: Rule Type
What kind of rule would you like to add?

() Header #atch

Perform an action on messages matching a specified header (Fram, To ete.).

O Size
Perform an action on messages depending on their size,

O All Messages

Perform an action on all incaming messages.

[ Clear this Form ” Cancel l

Your TP address:

[ Move onto step 2 3> ]
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4) Select X-Barracuda-Spam-Status from the first header drop-down list;
Type the word Yes in the text box immediately below X-Barracuda-Spam-Status;
Click Move On to Step 3:
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Server-Side Mail Filtering - Add Mew Rule
New Rule Wizard - Step 2 of 4: Condition

/ Oakton

U:rru'nunltyCc)Hq_rL The condition for the following rules s AND (Ewery itern must match) ¥ |
e The header iX—Barracuda—Spam—Status: vI contains v|
yes |
e The header To:orCe Vlcontains v|
s The header‘|TDiDrCCi Vlcontains v|

Less. || Maore..

[ Clear this Form H Start Cver ” Cancel]

| Move onto step 3 > |
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5) Select Move Message Into ;
Select An Existing Folder and choose a folder from the drop-down list, or
Select A New Folder, Named and provide a name for the new folder you wish to create.

(in this example, we chose An Existing Folder and selected the folder named spam from the drop-down list)
Click Move On to Step 4:
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Cheose what to dao when this rule friggers, from ane of the following
¥ Keep (Default action)

7 Diseard Silenthy

2 Raject, sending this excuse to the sender

Flease de not send me lapges atTachatnta.

L3 Redirect To the Tollowing amail address:

somecne@example o6y
] Keep a local copy as well,

Server-5ide Mail Filtering - Add Rew Rule
kew Buls Wizard - Step 3 of 4: Action

G Bhowe message into

(= the existing folder | INBOX spam b
3 @ new falder, named
] Alzo keep copy in IMBOX, marked as delatad,
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Crays: Reply message will be resent after |7 days
Lize the fallowing meszage:

This i= en autonated cpeply) I am away and will
not be able ©o reply oo you inmediscely.I will
get back oo you a5 zoon a5 I IeTubn.

Additional Actions
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6) Click Finished:
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Server-Side Mail Filtering - Add New Rule
New Rule Wizard - Step 4 of 4: Confirmation

¥our new rule states:

If the header “X-Barracuda-Spam-Status® contains "yes”, then #ife it inta the folder INBQOX.spam.

If this is what you wanted, seleet Finished. ¥You ean also start over ar cancel adding a rule altogether,

Clear this Forn M Start Over ][ Cancel]

Finished
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7) Click Save Changes:
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Server-5ide Mail Filtering - Current Mail Filtering Rules
Oakton Here you can add or delete filtering rules for your email account. These filters will always apply to your incoming mail, wherever vou check your
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When you are done with editing, remember to select “Save Changes" o activate your changes!

Successfully added new rule.

The following table summarizes your current mail filtering rules.

Mo Description of Rule (bisplay as: verbose terse) Optians

2 O If the header "X- Barracuda-Spam-Status” cantains “yes", then Fife it into the falder INBOX.spam. E @ @

Delete Selected Add a New Rule

When you are done, please click the buttan belaw o refurn to your webmail.

Sawve Changes

8) Your Sieve Filter is now set up.



